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Prism Cyber Maturity Benchmark

Our Cybersecurity Maturity Benchmark is designed to provide a comprehensive assessment of your
organisation’s cybersecurity posture, and helps you strengthen your protections through a structured approach
and expert-led review.

Our Cybersecurity Maturity Benchmark is a 360 Degree View
We include all the key security elements as a part of our assessment:

=  Security Governance Review: We assess the existence and maturity of your key governance documents,
including your cybersecurity framework, strategy, risk management policy, and security policies.

= Al Readiness Assessment: Reviewing your policies and controls for Al access and deployment.

= Security Architecture Assessment: Using a simplified NIST-aligned architecture model, we identify and
illustrate gaps in your security toolset. This visual representation highlights areas that need immediate
attention and improvement.

= Internal Environment Testing: Our assessment covers vulnerability management, Identity and Access
Management (IDAM), endpoint security, perimeter controls (such as firewalls), cloud configuration, Active
Directory configuration, email protection, and backup strategy.

= External Environment Testing: We enumerate your external-facing environment and attack surface, then
scan for weaknesses and vulnerabilities that could be exploited by attackers.

Our Engagement Options:
Available in Silver and Gold tiers, this service provides clear visibility into risks, governance gaps, and technical
vulnerabilities, along with actionable recommendations for improvement.

4 )
SILVER  Baseline Security Benchmark c[o]lbAN Enhanced Security Insights
Foundational security assessment with governance Everything in Silver plus cloud security, Active Directory
review and technical validation. audit, and threat intelligence.
Included Services: All Silver Features Plus:
Design-level assessment of 20 foundational security controls Active Directory Audit
Review of key governance documents Cloud Security Posture Management (M365 & one Cloud
External: Attack Surface Enumeration & Vulnerability Scans environment)
Internal Technical validation including: Security Reference Architecture Review
e Email Security (DMARC, SPF, DKIM) Threat Intelligence Report
® SOE Config and Password Audit Enhanced Recommendations with Prioritised Roadmap
® Egress port filtering
Report on Observations, Risk ratings & Recommendations
Executive Summary Report (including Essential 8 Maturity)
SILVER: $9,950 AUD + GST GOLD: $17,500 AUD + GST
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What You'll Receive
Our Cybersecurity Maturity Benchmark delivers:

Comprehensive Report: A standardised, easily digestible report highlighting key findings, actionable
recommendations, and areas for improvement.

Maturity Graphics: Visuals that clearly show your current security posture including against the ASD Essential 8

Quick Wins: Identification of low-hanging fruit for immediate action, providing you with quick wins that enhance
your security posture.

Strategic Planning Material: Insights and recommendations that can inform your future cybersecurity strategy
and assessment plans.

Benefits to Your Organisation

Actionable Insights: Immediate identification of critical vulnerabilities and areas for improvement.
Non-Intrusive Process: Minimal disruption to your operations with a quick turnaround on deliverables.
Future-Ready: Material that prepares your organisation for long-term cybersecurity resilience.

Pricing

The Prism Cyber Maturity Benchmark is delivered as a fixed-price engagement.

Our Timeline

Our standard service is designed to be delivered in 10 working days. Our flexible delivery model allows this to be

spread across a longer period to suit your organisation and team availability if required.

Ready to take the first step toward
enhancing your cybersecurity?

Scan below or click here.
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